
SSO Setup Guidance for Microsoft Entra 
(formerly Azure) 
The following instructions apply to Microsoft Entra. For provider-agnostic guidance on 
setting up SSO, consult our SSO setup guide for all providers. 
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Step 1 
From within your Kudos account (you must be logged in as an Admin), go to: 

• Admin menu 
o Integrations 

▪ Click “Manage” on the SSO tile 

 

Then click “Add SSO connection” to create a new connection: 

 

Take note of the Kudos provider information section. Download this file. 



  

Do not save or close this form yet, we will return to it in a later step!  

 

  



Step 2 
Within your Microsoft Entra account, go to: 

•  Enterprise applications 
o New application 

▪ Create your own application 
• Integrate any other application you don't find in the gallery 

(Non-gallery) 

Enter a name for this app. e.g. Kudos and click “create”. 

 

Step 3 

From the “Single sign-on” tab select SAML 

 

  



Step 4 
Click on the “Upload metadata file” button: 

 

Select the file you just downloaded from the Kudos platform 

The URLs should have been automatically populated for: 

• Entity ID 
• Reply URL 

All other fields must be left blank in this form. Click Save once you have confirmed. 

If for some reason the file upload is unsuccessful, you can copy these two values directly 
from the SSO Connection form in Kudos Platform as shown below: 

 

  



Step 5 
Scroll down to the “SAML Certificates” section and download the metadata XML file: 

 

Note: Make sure you download the XML file and not the certificate files. Keep track of 
where this file was downloaded. 

 

  



Step 6 

Back on the Kudos platform, upload the file you just downloaded from Microsoft here: 

 

Click “Save” to complete the Kudos setup.  

 

 

  



Step 7 

Back in Microsoft Entra, from the “SAML Certificates” section, click “Edit”. Then configure 
the following fields exactly as shown: 

Note: You should not need to create a new certificate or import a certificate. Microsoft 
automatically created one when the app was created. 

 

Step 8 
Navigate to the Attributes & Claims section and click “Edit”. Set the “Unique User Identifier 
(Name ID)” claim as follows (must exactly match): 

Note: Do not use an email address for the source attribute. An attribute that will not 
change for the lifetime of the user is recommended. The user object ID is the best choice. 



Step 9 
From the same Attributes & Claims section, locate the “Additional claims” section and 
ensure that claims are specified for: 

• Email (required) 
• FirstName (optional) 
• LastName (optional) 

No other claims are required or used by our application. Claim details for each of these are 
shown below: 

Email claim settings 

 

First name claim settings 

 



Last name claim settings 

 

Step 10  
Review the claims summary, which should look like this: 

 

  



Step 11 
Your SAML integration is now configured. You can test it from the log-in screen of the kudos 
app or by clicking the test button in Microsoft. Make sure you are not already logged into 
Kudos before doing this test. 

 

Step 12 
Once you have successfully tested your SSO integration and you are ready to grant 
everyone access to the Kudos platform, you will need to add all relevant users to your 
integration. This can be done from the “Users and groups” tab for the application in 
Microsoft Entra, using the “Add user/group” form (see below). 

This step is critical - if you do not grant access, users will not be able to log in via your SSO 
integration. Alternatively, it’s important to only grant access once you’re ready to launch 
and welcome users to the platform, to avoid users gaining early access through your SSO 
integration.  

 

 

  



Example of a completed setup screen 
Note: The URLs are different for every tenant. The values for your tenant are shown on the 
“Kudos provider information” screen displayed in the Kudos app after you uploaded the 
metadata file. 
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